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FIRST CHANGE

7A.3.1 Mid IMS Session Interception
Mid IMS Session interception functionality applies in addition to other IMS LI functional requirements as defined in section 7A. 
Where LI is activated on a target within a CSCF after an IMS session has already been established the CSCF shall do one of the following;

· Where the CSCF has stored the media session information which occurred prior to the interception activiation, the CSCF shall provide a “start of interception with IMS session” event message, to the DF2/MF over the X2 interface, including the parameter and information listed in table 7A.3.1, if available.
· Where the CSCF has not stored media session information which occurred prior to the interception activation, the CSCF shall report all future SIP messages which the CSCF is able to identify as associated with an ongoing target session. In this case, the event “start of interception with IMS session” is not applicable.
It is a national option whether the CSCF shall be mandated to store the necessary information to support reporting of session establishment parameters, in order to support mid IMS session interception, or whether the CSCF shall only report SIP messages which occur after the interception is applied and the CSCF is able to identify as related to an ongoing target session. If information is stored then it shall be possible to set a maximum storage time according to national and/or operator requirements.
Table 7A.3.1 Start of interception with established IMS session event

	Observed SIP URI

	Observed TEL URL

	Event type

	Event Time

	Event Date

	Network Element Identifier

	SIP message header offer (NOTE)

	SIP message header answer (NOTE)

	SDP offer

	SDP answer

	Correlation information


NOTE: The SIP messages that carry the SDP offer and answer shall be reported. In case there are multiple SDP offers/answers during the session establishment, the SIP messages that carry the latest SDP offer/answer shall be provided.

7A.3.1.1 SDES Media Security

If an SDES crypto attribute is included in the SDP, the DF2/MF forwards the “start of interception with IMS session”  event message to the LEMF over HI2 without additional key processing. 
NOTE:
The SDES Crypto attribute contains the cryptographic key required for decrypting the encrypted IMS media.
If SDES mid session support is required then storing of media information as per 7A.3.1 is mandatory.
SECOND CHANGE

7A.7.5
Start of interception for an already established IMS media secured session

This function is invoked when LI is activated in the network for a target who has already established an IMS session with secure media.

In order to provide information needed to decrypt the content of communication, the LI function in the CSCFs needs to have access to SDP information and SIP headers exchanged in the SIP signalling between the parties during the IMS session setup for possible later retrieval in case LI is activated during the ongoing session.

With reference to fig. 7A.7.1, if LI is activated by the ADMF over the X1_1 interface for a target subscriber, the CSCF shall check if the given target has an ongoing IMS media secured session. In this case, the CSCF shall provide a “Start of interception with established IMS  session” event message to the DF2/MF over the X2 interface, as specified in section 7A.3.1. 

	

	

	

	

	

	

	

	

	

	

	



Upon reception of Start of interception with established IMS session event, the DF2/MF shall check if a MIKEY-TICKET is included in the SDP. In this case the DF2/MF, in addition to forwarding the event to the LEMF over HI2, shall contact the KMS to resolve the ticket and retrieve the session keys and additional encryption related information as specified in in section 7A.7.2.
END OF CHANGES
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